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Efficient reconciliation is a crucial step in continuous variable quantum key distribution. The progressive-edge-growth (PEG)
algorithm is an efficient method to construct relatively short block length low-density parity-check (LDPC) codes. The qua-si-
cyclic construction method can extend short block length codes and further eliminate the shortest cycle. In this paper, by com-
bining the PEG algorithm and quasi-cyclic construction method, we design long block length irregular LDPC codes with high
error-correcting capacity. Based on these LDPC codes, we achieve high-efficiency Gaussian key reconciliation with slice
recon-ciliation based on multilevel coding/multistage decoding with an efficiency of 93.7%.
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1 Introduction

Quantum key distribution (QKD) [1-3] enables two remote
and legal parties (referred to as Alice and Bob) who are
linked by a quantum channel and a classical authenticated
public channel to share a secure key, which is unknown
completely to the potential eavesdropper (Eve). The uncon-
ditional security provided by the QKD root in the basic
principles of the quantum physics includes the uncertainty
principle and the quantum no-cloning principle. In QKD,
discrepancies inevitably occur between the correlated raw
keys shared by Alice and Bob because of the added noises
of the quantum state preparation, detection, and the poten-
tial eavesdropping behaviors. The transmission losses in-
duced by the quantum channel, which simply decrease the
photon counting rate in discrete variable (DV) QKD
schemes, can introduce vacuum noise and decrease the sig-
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nal-to-noise ratio (SNR) in homodyne-detection-based con-
tinuous variable (CV) QKD protocols [4,5]. To distill a
common binary string out of a set of partially correlated
random variables, an error correction mechanism (infor-
mation reconciliation) [6] is exploited, which is performed
over a public channel by exchanging reconciliation mes-
sages. Finally, the leaked key information gained by Eve is
wiped out using privacy amplification [7,8], and a secure
shorter key is extracted.

In comparison with DV QKD, CV QKD operates in the
regime of low SNRs due to the vacuum noise that is in-
duced by the transmission losses of the quantum channel.
The corresponding reconciliation is more demanding, and
its efficiency plays a key role in the achievable secret key
rate and the limiting transmission distance. Slice reconcilia-
tion [9] is a useful method to extract mutual information
from correlated continuous variables. Based on the coded
modulation techniques (multilevel coding/multistage de-
coding, MLC/MSD) [10,11] with LDPC codes, higher effi-
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ciency than that of slice error correction can be achieved.
LDPC codes belong to the class of linear error correcting
codes and perform at rates extremely close to the Shannon
capacity. Decoding for LDPC codes can be fully paralleliz-
able and can potentially be accomplished at significantly
greater speeds. An LDPC code is described by a sparse par-
ity check matrix, and its design is crucial to the error-
correcting performance.

Progressive-edge-growth (PEG) algorithm [12-14] is a
powerful algorithm to generate good sparse parity-check
matrixes of LDPC codes at short block length. To extend
the short block length codes to longer ones, a quasi-cyclic
construction method can be utilized [15,16]. In this paper,
with the aid of the above two methods, we efficiently con-
struct good irregular LDPC codes with long block length
(200000) and apply them to MLC/MSD slice reconciliation.
By optimizing over the number of slices, the quantization
step, and the rates for each slice, high-efficiency Gaussian
key reconciliation is achieved with an efficiency of 93.7%
for an SNR of 4.77 dB.

In sect. 2, we detail the reverse reconciliation for CV
QKD and discuss the quantization efficiency of the Gaussi-
an-distributed variable and error correction scheme with
MLC/MSD slice reconciliation. In sect. 3, we describe the
PEG algorithm. In sect. 4, we elaborate the quasi-cyclic
construction method and compare the error-correcting per-
formance of the LDPC codes that are constructed by differ-
ent methods. In sect. 5, we present the Gaussian key recon-
ciliation results.

2 Reverse reconciliation for CVQKD based on
MLC/MSD slice reconciliation

In CV QKD, two types of reconciliation are investigated
[17]: direct reconciliation and reverse reconciliation, in the
light of the classical information flow (correction infor-
mation) has the same direction as the initial quantum infor-
mation flow or not. In the direct reconciliation scenario,
Bob corrects its errors with respect to Alice; in the reverse
reconciliation scenario, Alice corrects its errors with respect
to Bob. The secret key produced is expressed as flip—Isg
with direct reconciliation and fl4z—Izr with reverse recon-
ciliation, where 1,5 is the amount of information Alice and
Bob share, I, and I are the information the eavesdropper
Eve can have about their results, and f is the reconciliation
efficiency. It is known that the reverse reconciliation proto-
col can overcome the 3 dB loss limit of the quantum chan-
nel and may distill the secret key for very low value of the
line transmission.

The reverse reconciliation for Gaussian-modulated co-
herent-state CV QKD can be divided into the following
steps. The first step is the quantization of continuous
Gaussian-distributed variables. Bob first divides the set of
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real variables (—oo, o) into intervals of 2" and takes the
Gaussian-distributed variable to the index (m bits) of the
interval. This process is known as Q(Y). For the given
number of discretization intervals, we try to maximize the
amount of information Alice and Bob share I(X;Q(Y)). In
other words, the quantization losses I(X;Y)—-I(X;0O(Y))
should be minimized. We consider here two different quan-
tization algorithms for Gaussian-distributed variables: equal
interval quantization and Lloyd-Max quantization [18]. The
first interval starts from —oo, and the last interval tends to
+oo. The quantization efficiency of a Gaussian-distributed
variable is given by

1(X;0(Y))

slice — 77 vy " (1)
I(X;Y)

For m=3 to m=5, we show in Figure 1 the optimal quan-
tization efficiencies versus the SNRs for the above two
types of quantization algorithms. The efficiencies have sim-
ilar trends, and the efficiency improvement using Lloyd-
Max quantization is not significant. Very high quantization
efficiency can be obtained using 5-bit slice (32 intervals)
equal interval quantization at SNRs ranging from 1 to 20.
Therefore, in the following, we utilize the equal interval
quantization and 5-bit slice scheme (m=5) to discretize
Gaussian-distributed variables.

The second step of the reverse reconciliation is channel
coding with side information [19] based on MLC/MSD. The
principle of the MLC/MSD reconciliation scheme is shown
in Figure 2. Once Bob’s Gaussian-distributed variables have
been transformed into a binary sequence, Bob converts
them into m levels; then, each level is encoded and a set of
parity bits (so called syndromes) are calculated and sent to
Alice via the public channel. Usually, the levels corre-
sponding to less information are completely disclosed and
not encoded. Alice decodes each level jointly and retrieves
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Figure 1 (Color online) Optimal quantization efficiency versus the SNRs
for Lloyd-Max quantization (solid lines) and equal interval quantization
(dashed lines).
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Figure 2 MLC/MSD with side information for reverse reconciliation.

Bob’s bit sequence using her Gaussian-distributed variables

(known as side information) and the syndromes sent by Bob.

As illustrated in Figure 2, the least significant level is de-
coded first because it has less information, and the result is
then passed to the following levels for further decoding.
Finally, Alice can correct all errors with LDPC codes and
obtain a bit sequence that is identical to Bob’s bit sequence.

3 Progressive-edge-growth algorithm

An LDPC code is a linear block code defined by a sparse
parity-check matrix H with dimensions mxn. Usually, the
matrix H is described as a Tanner graph consisting of a
symbol and check nodes. Irregular LDPC codes with good
degree distributions and long block length have better per-
formance than regular LDPC codes. Good degree distribu-
tions with thresholds close to capacity can be designed us-
ing density evolution analysis. The PEG algorithm is a
powerful algorithm to construct excellent parity-check ma-
trixes having a large girth by placing edges or connections
between symbol and check nodes in an edge-by-edge man-
ner.

A PEG algorithm generally consists of two basic proce-
dures: a local graph expansion and a check node selection
procedure. In the process of construction of a Tanner graph,
both procedures are executed sequentially to add new con-
necting edges between the symbol and check nodes by
means of edge-by-edge. In the first procedure, the local tree
graph is expanded from a symbol node, and the small girths
I are searched and avoided as far as possible when adding a
new edge. In the selection procedure, the candidate check
nodes are reduced to balance the degrees of check nodes
according to the current graph setting. In this way, the
shortest cycle connecting these new edges under the current
graph is guaranteed to be no shorter than 2(/+2). Irregular
LDPC codes constructed by this method exhibit good itera-
tive-decoding performance [14].

To generate a Tanner graph with m check nodes and n
symbol nodes, we use the same notations and definitions as
in refs. [12-14] to describe the PEG algorithm.

Generic Progressive Edge-Growth Algorithm [12-14]

for j=0 to n—1

{fork=0to d, -1

{expand a subgraph form symbol node s; up to
depth [ under the current graph setting such that the cardi-

nality of N! stops increasing but is less than m, or

Nl\j #J but N{jl #J, then ES/‘ <« edge (c;, s5), where
E' is the kth edge incident to s; and ¢; is a check node

picked from the set N{/ having the lowest check-node

degree.
}
}
}

4 Long block length irregular LDPC codes by
quasi-cyclic construction method

For CV QKD, good irregular LDPC codes with relatively
long block length are required for the reconciliation. This is
because the LDPC codes can only operate close to their
ideal limit (Shannon limit) in the regime of large block
length, usually over 100000 bits. Although the PEG algo-
rithm is efficient for the construction of good short block
length codes, it is difficult to generate long block length
codes directly. In this section, we show that one can con-
struct good irregular LDPC codes with block length of sev-
eral hundred using the PEG algorithm and successively ex-
tend the codes to a relatively long block length (200000)
with the quasi-cyclic construction method [20].

The sparse matrix of quasi-cyclic low-density parity-
check (QC-LDPC) code consists of some small square cir-
culant matrices with the same dimensions. The shift-times i
represents that each column of a square matrix is moved i
columns to the right. The identity matrix represents a circu-
lant permutation matrix of shift 0. An LxL circulant matrix
of shift-times 1 can be represented as follows:

010 -0
001 -0

A= 1 T i 2)
000 - 1
0

The parity-check matrix H of the QC-LDPC code can be
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put in the form below:
i AP AP APnu—Z) APO(H) ]
AP AP e AP AP
H = . . . . . , (3)
AP(L'fZ)O AP(ﬁz)l AP((»z)mz) AP((»z)(H)
AP(H)O Ap(c—l)l Ap(l.fl)(PZ) AP(H)(H)

where H is a sparse matrix of dimension cLxtL, A" is an
LxL circulant or all-zeros matrix, p;; is the shift-times of the
circulant matrix A, and ¢ and ¢ are two positive integers with
c<t.

The matrix M of dimensions cxt is called the mother ma-
trix, which can be generated by the PEG algorithm. This
matrix M has the merit of large cycle girth. The pari-
ty-check matrix H can further be constructed by replacing
each element “0” in matrix M with an all-zeros matrix of
dimensions LxL and replacing each element “1” in matrix
M with a circulant permutation matrix of dimensions LxL.

The shift-times p; of the circulant permutation matrix A
can be gained randomly, but it must violate the following
cycle condition [21] to eliminate the cycle girth 2¢ (the
length of shortest cycle) of the Tanner graph.

2t
>.-)*p, , =0 modL, 4)
i=1

where p, ,....p, 5 are 2t corners of any closed path of

length 27 in the shift-times matrix P.

Because each row (column) in a cyclic-shift sub-matrix
has only one nonzero element, the degree distribution of
irregular LDPC code constructed by the quasi-cyclic con-
struction method is not changed. At the same time, we can
eliminate the shortest cycle and improve the performance of
error correction. To further eliminate the shortest cycle, we
use multiple extensions based on the circulant matrix to
construct irregular LDPC codes with longer length and
higher error-correcting performance.

Figure 3 shows the simulation results with different con-
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Figure 3 (Color online) The bit error rates of LDPC codes using different
construction methods; all have a code rate of R=0.5.
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struction methods of LDPC codes for a binary-input addi-
tive white Gaussian noise (BIAWGN) channel. In this sim-
ulation, all LDPC codes have the same code rate of R=0.5.
(1) the irregular LDPC code of block length 2000 con-
structed by the PEG algorithm; (2) the PEG-based QC-
LDPC code with the length of 2000 constructed by extend-
ing PEG-based irregular LDPC code; (3) the PEG-based
QC-LDPC code of block length 200000. Performance was
measured under iterative decoding using belief propagation.
The maximum number of iterations for the decoder was set
to 100. Comparing the three different LDPC codes, we con-
clude that the performance of PEG-based QC-LDPC code is
better than PEG-based irregular LDPC code, and longer
block length LDPC code has a lower error floor.

The above results verify that good irregular LDPC codes
with large block length can be efficiently constructed by
exploiting the PEG algorithm based quasi-cyclic construc-
tion method. In sect. 5, we demonstrate that these LDPC
codes can be applied to MLC/MSD slice reconciliation with
high reconciliation efficiency.

5 Gaussian key reconciliation

In information reconciliation for CV QKD, the equal inter-
val quantization and 5-bit slice scheme are used to generate
the bit sequence. For an SNR of 4.77 dB, an optimal quan-
tization efficiency up to 99.32% (H(Q(Y))=4.5271) is ob-
tained, as shown in Figure 1. Each of the 5 levels is encoded
independently, and the syndrome of X is calculated (S=XH")
and transmitted with the appropriate rate. The reconciliation
efficiency fis given by

H(Q(Y))-m+" R,
1(X;Y) '

p= (&)

Eq. (5) shows that £ is highly dependent on the rates of
the LDPC codes. Rates close to the channel capacities
should be chosen to maximize the reconciliation efficiency.
To construct good irregular LDPC codes, we compute the
capacity of LDPC codes under message-passing decoding
with density evolution [22-24] and find good degree distri-
bution pairs with differential evolution [25]. For the code
rate of 0.4 and 0.9, we show good degree distribution pairs
in Table 1. These code parameters were obtained under be-
lief propagation for the BIAWGN channel.

Given the code parameters, the PEG algorithm is used to
construct short block length irregular LDPC codes, whose
length can be selected. In our simulation, the length of the
short block codes is 400, and the girth is 8. Then, the short
block length codes are extended to the length of 200000
with the dimensions of the circulant permutation matrix
L=500 based on the quasi-cyclic construction method. For
an SNR of 4.77 dB, using the chain rule of mutual infor-
mation, we can obtain that the ideally requiring code rates
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Table 1 Good degree distribution pairs of code rate 0.4 and 0.9. ¢" represents the maximum allowed value of noise for the BIAWGN channel

#

Rate A A3 A7 As s Do P2 a3 o

0.4 0.2998 0.2848 0.1866 - 0.2288 0.2981 0.7019 - - 1.086

0.9 0.1741 0.2740 - 0.1652 0.3867 - - 0.9284 0.0716 0.505
are 0.0006/0.0010/0.0124/0.4665/0.9823. Because the con- 6 U. M. Maurer, IEEE Trans. Inform. Theor. 39, 733 (1993).

tribution of the first three levels is very small, bit strings at
these levels are not encoded and are sent directly to Alice,
which reduces the decoding complexity of Alice greatly.
Finally, the Gaussian key reconciliation efficiency of 93.7%
can be reached with the five practical codes with rates 0/0/0/
0.43/0.98.

6 Conclusions

In this paper, irregular LDPC codes with large block length
are constructed efficiently by the PEG algorithm and qua-
si-cyclic construction method. These codes are then applied
to MLC/MSD slice reconciliation, and Gaussian key recon-
ciliation is successfully achieved with an efficiency of
93.7% for an SNR of 4.77 dB. In the future, to improve the
reconciliation efficiency, it is necessary to construct er-
ror-correcting codes with higher performance. For SNRs
much less than 1, multi-edge LDPC codes using multidi-
mensional reconciliation schemes can be used, which ex-
hibit superior performance [26,27] at very low SNRs.

This work was supported by the National Natural Science Foundation of
China (Grant No. 61378010), and the Natural Science Foundation of
Shanxi Province (Grant No. 2014011007-1).
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